DATA TRANSFER AND CONFIDENTIALITY AGREEMENT 



THIS AGREEMENT is executed on                  day of                 20 

BETWEEN 


MONASH HEALTH (ABN 82 142 080 338) of 246 Clayton Road, Clayton, Victoria 3168 (MONASH HEALTH)
 
AND
PROVIDER SPECIFIED IN ITEM 1 OF THE SCHEDULE (Provider)
RECITALS
A. Provider possesses certain health data and information (the “Confidential Information’) Monash Health wishes to access for the Purpose.
B. Provider agrees to make the Confidential Information available to the Monash Health on the terms and conditions set out in this Agreement solely for the Purpose. 

IT IS AGREED AS FOLLOWS 
1 
DEFINITIONS 
1.1.1 In this Agreement, except where the context otherwise requires: 

“Agreement” means this agreement together with any schedules or annexures and any amendments made in accordance with this agreement; 
Background Intellectual Property means Intellectual Property prepared or developed prior to the execution of this Agreement by both parties, and includes improvements to such Intellectual Property developed during the period of this Agreement.
“Confidential Information” means: 

(a) all information, records, containing Intellectual Property;
(b) all  health information, health records, radiological and medical images, health data, collected and owned by Provider irrespective of form, which records information relating to the diagnosis, assessment, radiological intervention procedure and medical treatment of the Provider’s patients described at item 2 of the Schedule.
(c) all unpatented inventions (including those the subject of a patent application), ideas, know-how, concepts, trade secrets, processes, techniques, software, products and all other intellectual property, financial and business information and all other commercially valuable information relating to the Provider which the Provider regards as confidential, and includes any such information in the Provider’s possession, power or control concerning or belonging to any other person; 

(d) all copies, notes and records and all related information generated by Monash Health to the extent incorporating or derived from any information referred to in (a); and (b) and 

(e) any physical items, compounds, components or other materials, 
disclosed by or on behalf of the Provider before, on or after the date of this Agreement for the Purpose. 

Confidential Information excludes, or as the case requires, ceases to include information which is, or becomes: 

(a) available to the public at the date of its disclosure to Monash Health; 

(b) at the date of its disclosure to Monash Health, already properly in the possession of Monash Health in written form otherwise than by prior confidential disclosure from the Provider;
(c) after the date of its disclosure to the Monash Health, available to the public from sources other than Monash Health; 

(d) after the date of its disclosure to Monash Health, properly available to Monash Health from a third party having no obligation of confidentiality to the Provider; 

(e) demonstrated by Monash Health to be independently developed by an employee or agent of Monash Health having no knowledge of such information the subject of the disclosure; or 

(f) required to be disclosed by law. 
Information Privacy Principles means the principles governing the collection, use, management, disclosure, transfer and destruction of data and personal information in Victoria Australia made pursuant to the Privacy and Data Protection Act 2014 (Vic) 

“Intellectual Property” means all intellectual and industrial property rights and includes any patent, design, copyright, trade mark, plant breeders rights, technology, know-how, and Confidential Information, and all other intellectual property as defined in Article 2 of the convention of 1967 establishing the World Intellectual Property Organisation.

Health Information Principles means the principles governing the collection, use, management, disclosure, transfer and destruction of health information in Victoria and are made pursuant to the Health Records Act 2008 (Vic).
“Laws” means the:

a) Privacy and Data Protection Act 2014 (Vic) 

b) Health Records Act 2008 (Vic) 

c) Health Services Act 1988 (Vic)
“Parties” means the parties to this Agreement and their respective successors and permitted assigns, and Party means any one of them; 

“Purpose” means the purpose described in Item 3 of the Schedule; 

“Provider” means the Party named at Item 1 of the Schedule who is providing information, including Confidential Information under this Agreement and includes its respective successors and permitted assigns. 

2 LICENCE

2.1 Following execution of this Agreement by both parties, the Provider hereby grants Monash Health a limited, non-exclusive, non-transferrable, revocable license to access, copy and use the Confidential Information strictly for the Purpose on the terms and conditions of this Agreement and Monash Health accepts the grant of the license on the terms and conditions of this Agreement.
3.   THE CONFIDENTIAL INFORMATION

3.1
Monash Health acknowledges that the Provider is subject to the various laws and principles with respect to collection, storage, security, use, and disclosure of personal and health information which include the:

(a) Privacy and Data Protection Act 2014 (Vic) 


(b) Health Records Act 2008 (Vic); and

(c)  Health Services Act 1988 (Vic).
3.2
 Prior to the transfer of the Confidential Information, to Monash Health, the Provider will undertake such steps (as it determines at its absolute discretion) to de-identify the data to alter the Confidential Information.

4 
MONASH HEALTH’S CONFIDENTIALITY OBLIGATIONS 
In consideration of the License granted under clause 2, Monash Health agrees to: 

(a) keep all Confidential Information confidential; 

(b) use the Confidential Information only for the Purpose;

(c) immediately notify the Provider in the event of any disclosure which is strictly 
required by law; 

(d) not use any Confidential Information in any way other than for the Purpose.
5.
PRIVACY

5.1
Compliance with privacy laws and procedures

Monash Health agrees to be bound by the Information Privacy Principles and all other applicable privacy and data protection Laws with respect to any act done or practice engaged in by the Provider for the purposes of this Agreement in the same way and to the same extent as the Provider would have been bound by them in respect of the receipt, storage and use and disclosure of the Confidential Information.

Without limiting paragraph (5.1), Monash Health must comply with:

a) the Information Privacy Principles and the Health Privacy Principles; and
b) all other applicable privacy and data protection Laws and all guidelines issued by applicable privacy offices (and any similar regulatory bodies).
5.2
Receipt of and Handling of Personal Information and Health Information

As the Confidential Information contains Personal Information and Health Information collected and owned by the Provider, Monash Health must:

a) take all reasonable steps to ensure that the Personal Information and Health Information is protected against misuse and loss, and from unauthorised access, modification or disclosure;

a) give the Provider notice as soon as Monash Health becomes aware that use or disclosure of the Personal Information or Health Information is required or authorised by or under Law.

Breach

If Monash Health becomes aware that it has used or disclosed, the Confidential Information in contravention of this Agreement, Monash Health must promptly give Provider notice of the full details of the contravention. 
6.
DATA PROTECTION
6.1
Use of Data

Monash Health must only use the Confidential Information for the Purpose.

Monash Health must not:

a) use the Confidential Information held Monash Health other than for the Purpose detailed in this Agreement;

b) purport to sell, let for hire, assign rights in or otherwise dispose of any Confidential Information; 
c) copy, decompile, modify, reverse engineer or create derivative works out of any of the Confidential Information; or

d) alter the Confidential Information in any way, other than contemplated by the parties for the Purpose.
6.2
Safeguarding Data

Monash Health must ensure that all Confidential Information is signified as the property of the Provider and must not cause or have caused any pledge, lien, charge, mortgage, encumbrance of a third party or any other security interest to be placed on any part of the Confidential Information or any database (whether electronic or otherwise) in which such the Confidential Information is stored.

Monash Health must establish and maintain safeguards against:

a) the destruction, loss or alteration of;

b) the misuse of, or interference with; and 

c) the unauthorised access to, modification or disclosure of, 

d) all Confidential Information in the possession, custody or control of Monash Health, that:

e) are no less rigorous than those safeguards employed by Provider, and in any event are no less rigorous than safeguards that meet generally accepted industry standards; and
f) comply with all Laws.
6.3 Data retrieval

a) Without limiting the rights or obligations of either party under this Agreement, Monash Health must promptly on request by the Provider at any time whilst in Monash Health’s possession, provide the Provider with a copy of all Confidential Information stored by Monash Health on its servers or otherwise in its possession or control, in such format as is reasonably directed by Provider.

b) Whilst the Confidential Information is in the possession of or under the control of Monash Health, Monash Health must regularly advise Provider of any system, configuration and other requirements and instructions necessary to facilitate the receipt and restoration of Confidential Information in the manner and format contemplated under paragraph (a).

6.4
Data breach

If Monash Health becomes aware or suspects that:

a) any of its personnel is using or disclosing, or has used or disclosed the Confidential Information in contravention of this Agreement (Data Contravention); and
b) there has been unauthorised access to, or unauthorised disclosure of:

c) any Confidential Information; or

(Data Breach); or

d) Confidential Information has been lost in circumstances where unauthorised access to, or unauthorised disclosure of, it may occur (Loss of Data),

e) then Monash Health  must immediately notify the Provider of that Data Contravention, Data Breach or Loss of Data.

Data breach investigations

If: 

a) The Provider becomes aware, or suspects, that a Data Contravention, Data Breach or a Loss of Data has occurred then Monash Health must:

b) promptly disclose to Provider all information relevant to that actual or suspected Data Contravention, Data Breach or Loss of Data (including all relevant information) and

c) co-operate with the Provider in investigating whether a Data Contravention, Data Breach or Loss of Data has occurred and the circumstances surrounding that Data Contravention, Data Breach or Loss of Data.

d) Provide the Provider with access to and copies of relevant records relating to the investigation.
7.
NO WARRANTY
a) The Confidential Information is provided by Provider to Monash Health ‘as is’.
b) Provider does not make any warranty as to the accuracy or completeness of the Confidential Information.

8.
INTELLECTUAL PROPERTY
(a) The Background Intellectual Property of each party remains the property of that party.
(b) Intellectual Property first created or developed as a result of Monash Health’s use of Provider’s Confidential Information (‘Project Intellectual Property’) shall be owned by the parties as tenants in common in the proportion specified at item 4 of the Schedule.

(c) Monash Health must not commercialise or exploit the Project Intellectual Property first created or developed as a result of Monash Health’s access to Provider’s Confidential Information unless either:

(i) The parties have entered into an agreement contemplated by clause 9; or

(ii) Provider grants Monash Health prior written consent.
9.
COLLABORATION AGREEMENT

If Monash Health creates Project Intellectual Property as a result of Monash Health’s access to the Confidential Information, Monash Health must negotiate with Provider in good faith to enter into a separate agreement regarding collaboration, and/or commercialization and exploitation of the Project Intellectual Property.
10
INSURANCE AND LIABILITY
Each Party is liable for its own acts and omissions in relation to this Agreement as a direct or indirect result of:

a) a breach by of its officers or agents of this Agreement;

b) the infringement or alleged infringement of the intellectual property rights of any third party;

c) any warranty under this Agreement that is incorrect or misleading;

d) any wrongful or negligent act or failure;

e) any injury to any persons

except to the extent that such loss damage claim action or expense is caused by the negligence or other wrongful act or omission of the other Party.

 11.
RETURN OF INFORMATION 
At the conclusion of process by Monash Health involving the use of the Confidential Information or upon the written request of the Provider, Monash Health must return to the Provider all documents and materials originating from the Provider and disclosed under this Agreement, including any documents or materials containing or embodying Confidential Information, and undertakes not to keep any copies, notes or records of such information in any form. 

12. GENERAL 
a) Proprietary Rights. Monash Health obtains no proprietary rights of any kind to any Confidential Information as a result of a disclosure to it under this Agreement. 

b) Method of Disclosure. The obligations in this Agreement apply irrespective of the method of disclosure whether in writing, in computer software, orally, by demonstration, description, inspection or otherwise. 

c) Waiver. A Party’s failure to exercise or delay in exercising a right or power does not operate as a waiver of that right or power and does not preclude the future exercise of that right or power. 

d) Dispute. A Party claiming that a dispute has arisen under this Agreement (Dispute) must notify the other Party giving written details of the Dispute. The Parties agree to negotiate in good faith on a commercially realistic basis to resolve the Dispute and will refer resolution of the Dispute to officers within each Party who are authorised to hear the Dispute before commencing any legal proceedings in relation to the Dispute. Any Dispute which cannot be settled between the Parties within a reasonable time must be referred for determination by a person appointed for that purpose by the Parties and failing Agreement, appointed by the President of the Institute of Arbitrators and Mediators Australia (Victorian Division). Any determination made under the above clause is binding on the Parties and the Commercial Arbitration Act 1984 (Vic) applies to the determination except to the extent otherwise agreed by the Parties. Nothing in this clause 12 will prevent a Party from seeking interlocutory relief.

e) Governing Law. This Agreement is governed by the laws of the State of Victoria, Australia. The Parties submit to the exclusive jurisdiction of the courts of the State of Victoria and any courts which may hear appeals from those courts. 

f) Entire agreement. This Agreement contains the whole of the agreement between the Parties regarding their mutual obligations of confidentiality. 

g) Amendment. This Agreement may only be amended in writing and signed by both Parties. 

h) Assignment. A Party will not assign or transfer all or any of its rights or obligations under this Agreement without the prior written consent of the other Party. 

i) Severance. Any term or part of a term of this Agreement that is void, illegal or unenforceable may be severed from this Agreement and the remaining term or parts of the term of this Agreement continue in force. 

j) Burden of Proof. The burden of showing that any Confidential Information is not subject to the obligations of confidentiality in this Agreement will rest on Monash Health. 

k) Counterparts. This Agreement may be executed in counterparts. All executed counterparts constitute one document. 
EXECUTED as an Agreement as follows:
SIGNED for and on behalf of


) 
PROVIDER

 

)





 

……………………………………….









Signature









……………………………………….









Name (block letters)









………………………………………









Title



SIGNED for and on behalf of RECEIVING
) 
PARTY





)









…………………………………….. 






 

Signature  









……………………………………..









Name (block letters)









……………………………………..









Title


SCHEDULE 
ITEM 1: 

THE PARTIES 

Monash Health
 
Legal Name: 

Monash Health  



Address: 

246 Clayton Road, Clayton, VIC 3168 
ABN: 

82 142 080 338

Phone  Number: 


Email Address:

Provider 

Legal Name: 



Address:


ABN:




Phone Number: 

Email Address: 

ITEM 2: 
LIST/DESCRIPTION OF THE DATA/CONFIDENTIAL INFORMATION
XXXXXXXX
ITEM 3: 
THE PURPOSE

List the Title of the Project
Describe in detail the why the Provider is collecting and transferring this Data/Information to Monash Health 

ITEM 4: 
INTELLECTUAL PROPERTY – PROPORTIONS
Insert the Percentage Proportion to Monash Health and Provider of the Project IP (new IP) that arises from Monash Health’s use of the Provider’s Confidential Information. 

